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In your internet browser window go to http://www.mbcmerchant.net then
click the PCI DSS Security icon from the upper right had corner
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Why choose us? Our Payment System

v s PAYMENT PROCESSING SERVICES
1. Transparent Pricing

Online Bill Pay

M

Our Pavment System was designed with
considerable assistance from service industry

3 Virtual Terminal
: merchants to address their specific requirements.

4 Customer Enrollment
The result of active client

participation is evident in sach component. Explore
its many features as you navigate our site or
schedule a hands-on test drive to evaluate the
difference first hand

5 eCheck Option
6. Customer Database

7. Recurring Billing

8. Direct Settlement §
Learn more OurPromise View video
0 Unlimited Support

10. PCICompliance

Introdicing Transparent Pricing eChecks Cut Cost



Click the Trustwave icon
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PCI DSS: Protecting Cardholder Data

PAYMENT CARD INDUSTRY DATA SECURITY STANDARDS

Data security has become a primary consideration for every business that alcepts credit and debit cards /#'\

f
- T % T - 'l 1 % - 3 -4
The five major card brands establiched the Payment Card Industry Coundcil to oversee the Payment Card Elavon

Industry — Data Security Standards (PCI-DSS) and to promote security of

presented into the payments system

¢ Payments

Validation results in reduced fees and exposure i«
Security .

ill result in a 525 monthly non-compliance fee. The * -
o s Searcardy Courcd

Failure to comply within godaysof tl

annual compliance fee of $175 is waived the first year. To learn more, visit the PCI Security Council site



Click the “Need to Register? Click Here” link

P2 Trustwave

Welcome to the NEW TrustKeeper!

We've upgraded ocur system to better serve you. We've made many improvements
and added some new features to make the PCI certificabion process much sasier,
such as the new PCI Wizard - a guide that walks you through the topics and questions
applicable to your business, If you've used TrustKeeper in the past, please log in
below. If you are new to TrustKesper, please dick hers to register,

AR EE- L

Account Login

User Name:

Password:

| Login |

I forgot my: password LEIMama

Learn more about TrustKeeper...

Click here to see a demo of the new Trustieeper PCI expenence, including the new PCI
Wizard.

Trustwave Privacy Policy Who is Trustwave? www . trustwave.com & 2010 Trustwave All Rights Reserved




Click Get Started icon

%2 Trustwave

Already Registered with TrustKeeper? Click Her

Welcome to the Elavon Merchant PCI DSS
Program

In partnership with Trustwave, Elavon s providing your
business with the Merchant PCI D55 Program. This program /7’
features Trustespar®, which will help you easily approach

your requirements for the Payment Card Industry Data E avon
Security Standard (PC1 DS5). The Program will prowvide you

with tools to help you validate compliance and protect your business for the long-term
through data secunty best practices.

First, we'll identify how you accept credit cards. Next, you'll

n i E = be connected to the right PCI Wizard for your business, This
will help guide you through the PCI DSS certification process
and identify any steps you need to take to protect your

business.

TrustKeeper features include:

+ The PCI Wizard to help guide you through the required steps

* Vulnerability Scanning service to help secure your web site or store, if required
for your certification

* The Security Policy Advisor

& The Trusteeper Agent to jumpstart the process and provide ongoing
compliance monitoring.

& Access to the PCI Video Assistant, on-line help text, tutonals and educational
tools for your staff.

Become Compliant Today!

The Trustkeeper PCI Wizard will walk you through the
process for certifying PCI DSS compliance. Click below to
get started.

Get Started!

Already certified as PCI DSS compliant by another
provider? Click Hara!

About Trustwave.

Trustwave provides on-demand complhance

tools and data security solutions for the

payments industry. Qur industry-leading

Trustkeeper suite continues to evolve from

customer feedback; we think you'll find it

friendly, easy-to-use and comprehensive.

This tool has among the highest compliance achievement
rates in the industry, and will help you wade through the
comolexity of the compliance process.




Click the Multiple Ways box

Already Registered with TrustKeeper? Click Here to Login! PCI Video Assistant @ FAQ e

Welcome to the TrustKeeper PCI Compliance Portal. To help TrustKeeper ragister you properly, please begin by answering a few questions on how your
business accepts and processes credit cards,

How do you accept credit cards?

Website In Person Mail/ Telephone Multiple Ways

The ONLY way The ONLY way The ONLY way ha.\ 1 offer MULTIPLE )
customers can - customers can customers can WAYS in which my

make purchases is make purchases is g make purchases is ' customers can ; _;
by wvisiting my by wisiting my ; through the mail or make purchases.

business’ website business’ physical by telephone. This may include .
and entering their starefront. > through my website j
credit card AND at my store, at
infarmation.

my store AND over
the phone, ate.

Click Here to Choose This!

ick Here to Choose Th:s!

cl




Click the A Third-Party Collects Payment

Already Registered with TrustKeeper? Click Here to Loain! PCI Video Assistant @ FAQ 0

Welcome to the TrustKeeper PCI Compliance Portal. To help Trustkeeper register you properly, please begin by answenng a few guestions on how your
business accepts and processes credit cards.

<< Previous Page For website transactions/orde Start Over!

My Choices:

A Third-Party Collects Not Applicable

Payment

My Website Collects
{ Multiple Ways Payment

My business does
not accept payment
for purchases
through a website.

When customers
submit their

payment, thay are
taken to a differant

When customers
submit their
payment, they stay
an my website (Le.

the web address (i.e. “__‘
checkout/payment the

page i1s part of my checkout/payment

website]. page is separate —n'

from my website).

Click Here to Choose This!



Click the Internet Box

Already Registered with TrustKeeper? Click Here to Login!

PCI Video Assistant 9 FAQ 9

Welcome to the TrustiKeeper PCI Compliance Portal. To help Trustieeper register you properly, please begin by answering a few guestions on how your

business accepts and processes credit cards.

<< Previous Page For non-website transactions/orders, how do you process credit card

paymey

My Choices:
Internet Dial-Up or Paper

s Multiple ways

{4 Third-Party Colleclf
Payment

My business My business
processes credit processes credit
card payments ard payments
using an Internet Eing & telephone
cannection (cable, e (connected
dsl, etc.).

(paper receipts
only).

Click Here to Choose Thisld

Start Over!

A Third-Party Collects
Payment

Besides my
website, customers
can make
purchases ONLY via
mail or telephone
and a third-party
raceives and
processes the
payments,




Click the Other box

Already Registered with TrustKeeper? Click Here to Login!

PCI Video Assistant 0 FAQ e

Welcome to the TrustKeeper PCI Compliance Portal. To help Trustkeeper register you properly, please begin by answering a few guestions on how your
business accepts and processes credit cards.

<< Previous Page For non-website transactions/orders, what type of Point-Of-Sale (POS)

device do you use?

Start Over!
My Choices:

POS Terminal Other
&4 Multiple Ways

My business

My business uses
O Third-Party Collects processes something different,
Payment payments using such as a payment
ONLY a standalone application, a
a Internet R .
terminal or swipe touchscraen, a
device.

computer with a
web browser, etc.



Click the skip this and continue the registration process

link at the bottom

Already Registered with TrustKeeper? Click Here to Loain PCI Video Assistant

S e LU e

Welcome to the TrustKeeper PCI Compliance Portal. To help Trustesper register you properly, please begin by answenng a few guestions on how your
business accepts and processes credit cards.

<< Previous Page

My Choices:

% Multiple Ways

&4 A Third-Party Collects
Payment

& Internet

& Other

Download the Trustkeeper Agent:

Easy Steps to
) ’ Installation:
Click Here to Download

s 1. Download the Agent file
onto your primary work
computer.

Make your compliance experience easier and faster

with the Trustkeeper Agent. 2. Click RUN and begin the
installation process.

Trustwave's FREE TK Agent will check your computer's
sacunty settings, inspect for prohibited data storage and
afford you insight into the security and compliance status
across your entire organization.

System Requirements: Windows 2000 [SP4 or higher], Windaws XP
[32-bit), Windows Sarver 2003 (32-bit), Windews Server 2008 [32-
bit). Windows Vista (32 -bit)

I may download this later.......skip this and continue the reqgistration process.!

Start Over!
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*Enter the company name as shown on your monthly bankcard statement
*Your 10 digit merchant id number (for help locating call 888-862-8831)
*The country your business is located in

*The zip code of your business
*An email address you wish to receive updates

*Then click next

Merchant Registration

* Required - ‘age 1 of 2 Frequently Asked
gfpany Information Questions

Company Mame refers to the name under
which you are registerad with the bank that

Company Name: =

processes your credit card transactions. This is

Merchant ID: %
usually your business’ legal name, but may be

Country: J Albania

you are unsure, please refer to your monthly

statement or letter from your proCessor.

ZIP/Postal Code:

Email:

Merchant ID is the unigue account number
provided to you by the bank that processes
your credit card transactions. Sometimes
referred to as & Merchant Account Number, it
can usually be found on your monthly
statermnant of processed credit card

transactions.

a Doing-Business-As” (DBA) alternate name. If

11



*Choose a User name that is easy to remember like your email address or your
merchant id number

*Create and re-enter a password that is at least 7 characters long and contains as
least 1 Capital letter and 1 Number

*Create a security question and enter the answer

*Then enter your first name, last name, and a number you can be reached at
*Check the I accept the terms of the license agreement

* Click Save and Complete

Merchant Registration

* Required Field Page 2 of 2 Frequently
Security Information Personal Information Asked @

Questions

Create Username: = oneworldenc@yahoo.com First Name: =

Please create a secunty
guestion and answer to be
associated with your user
account. This can be any
question to which you will
know the answer, and will be
asked of you when you
contact customer support, for
example: "What 1s the name
Password Requirements: of your first/favorite pet?”,
At least: 7 characters, one capital letter and one number. What high school did you

attend?”, "What is the name of
Jiagl the Agresment your favorite movie?’
1 1 accept the terms of the license agreament.

() | do not accept the terms of the license agreameant.

Create Password: Last Name: =

Re-Enter Password: = mall Address; = onewcrldcnc@yahoo.com

Security Question: = 7] Phone Number: &

Security Answer: =

£ S;u_and Complete

12



Click begin under Certification Forms Only

PCI Compliance PCI Compliance
Welcome to the TrustKeeper PCI Certification experience.
There are two ways to complete the Self-As {
Step-By-Step Wizard ertification Forms O1
I am not familiar with the Self- I am familiar with the details of
My Agents Assessment process or the the PCI D55 requirements and
know how my business fares,

PCI Data Securnty Standard.

Take me directly to the PCI

Please walk me through
DSS Certification forms.

the process and help me
complete the
certification forms.

| Begin

Begin |

Switch to ')
Trustwave SSL Iﬂ
and Save

13



Select Physical Location from the drop
down box

PCI Compliance PCI Compliance

Dashboard Scan Setup & Management

Manage Merchant Profile PLEASE NOTE: In addition to the self-assessment, PCI Compliance validation also requires that you pass a netwark vulnerability scan, Trustwave

recommeands that you procesd below to setup and run this scan before beginning the Compliance Wizard.
Scan Results

Socqly Boty Acvisor 1“, PCI Scan Setup & Management @

Secunty Awareness Training
Please identify all web sites and internet connections at your physical locations that are involved in credit card transactions.

My Agents Choose Location Type to Scan:

Select Location to Scan -

E-Commerce Web Site

Physical Location

Cancel Save and Review

Switch to 2]
Trustwave Sﬂﬂ
and Save

»» Buy 551 Now

Skip the Scan Setup for now. I can always do it later... | Continue to Next Step |

14



1. Enter Office
2. Select 3" option then enter 12.5.82.102
3. Click Save & Review

PCI Compliance

Scan Setup & Management

PLEASE NOTE: In addition to the self-assessment, PCl Compliance validation also requires that you pass a network vulnerability scan. Trustwave
recommends that you proceed below to setup and run this scan before beginning the Compliance Wizard.

u PCI Scan Setup & Management @

Please identify all web sites and internet connections at your physical locations that are involved in credit card transactions.

Choose Location Type to Scan:

L Physical Location v

1. Please specify a name for this location to scan (e.g. Main office, Chicago North Store, etc.).

DOffice

2. Trustkeeper offers three ways to identify a physical location for scanning:

1 am currently at this location. Use the IP address of the computer |
“~ am using (173.12.73.2)

(_)jMave one or more TrustKeeper Agents installed at this location.
I will specify the IP address.

IP Address: 12.5.82.102|

15



Click Scan Now from the bottom right corner

PCI Compliance

Scan Setup & Management

PLEASE NOTE: In addition to the self-assessment, PCl Compliance validation also requires that you pass a network vulnerability scan. Trustwave
recommends that you proceed below to setup and run this scan before beginning the Compliance Wizard.

u PCI Scan Setup & Management @

| Report History | Scan Set & Mainten... | _ _
Name - I Type f IP Address I Source 1 Credit Card
Office Physical 12.5.82.102 IP

16



Click Close from the Scan Now box

PO Compliance
R e Bt T )

EpASE WY e alfASege %y S ¥ seasasceet B ] Dempbars @ ol S G w Sl pees (S @ SEPErE el BEPy e
gy Vel o jroe pael i be pabap ul rpn Pas potes ey gy W | o gpiprey W fo=d

Bl #ci scan Setup & Management ¥

e L. T AR . T

Tr @

o — Ty —

Scan Now
. Py

Your vulnerability scan will begin momentarily
and run in the background. Click Close to go to
the self-assessment portion of the PCI process.

{ Clm.l
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*Select SAQ Form A

*Make sure all boxes on the right are checked
*Click Next section

PCI Compliance

Self-Assessment Questionnaire (SAQ) Selection
Select a SAQ Type

Please selact which SAQ form is apphcable to your business. If you are unsure, you can use the "Start Over” button to go back and select to use the Start Over o
step-byestep PCI Wizard, which will guide you through the process. 4 i

SAQ Form A SAQ F A Eligibility Questions

Card-not-present (e-commerce or mail/telephone-order]) merchants, all cardholder data functions

erchant does not store, process, or transmit any
outsourced. This would never apply to face-to-face merchants.

cardholder data on merchant premises but relies entirely

on third party service provider(s) to handle these
(_JSAQ Form B ctions.
Impnint-only merchants with no electronic cardholder data storage OR Stand-alone terminal me| The third party service provider(s) handling storage,
no electranic cardholder data storage. [¥] prpcessing, andfor transmission of cardholder data s
nfirmed to be PC1 DSS compliant.
() SAQ Form C
Marchant does not store any cardholder data in electronic
Mearchants with POS systems connected to the Internet, no electronic cardholder data storage. mat.

()SAQ Farm D If Merchant does store cardholder data, such data is only
in paper reports or copies of receipts and is not received
electromically.

All other marchants and all service providers defined by a payment brand as eligible to complete a
SAQ.

18



*Select RETAIL for industry type
*Enter your physical address, city, state, country, and postal code

PCI Compliance PCI Compliance
Dashboard Mext Step in PCT Certilication: Merchant Profile Information
Manage Merchant Profile Please raview and complate the required tems balow as part of the PCI centification process

Security Policy Advisor * Required Field

Secunty Awareness Traning

Company Hame: « Address: «
DBA:
Industry Type: #| Please Select... * | City: =
ri. Point-of-Contact: | Anthony Raso[8018126311] | v | State:
HMerchants: Country: =| Please Select.. | = ]

Postal Code: « 33312

Additional Profile Questions

Question: &=

Doss your company have & relabionship with one or mane third-pary sannce
providers (for example, gateways, web-hosting companias; airline boolang
agents, I-n'r'n|:'1r program agents, &tc. )7

(JYes [ iNo

itch to a
Trustwave 55L Question: =

and Save
= Buy 351 Now

Next Section

19



*|n the Additional Profile Questions section both answers are no
*Click Next section

PCI Compliance PCI Compliance
Dashboard
Hext Step in PCI Certification: Merchant Profile Information
Manage Merchant Profile Flease review and complets the reguired iterms below a3 part of the PCI certification process
Sacurity Policy Advisor

Securty Awareness Trasning

® Raguered Feld

Company Name: « Address: = 5753 SW 24th Ave
DA
Industry Type: -L-'-_'xe_".a:l | City: & Ft lauderdale
Pri. Point-of-Contact: | Anthony Rasc[8018126311] | State= &| Florida ol

Herchants: Country: ®| Unided Statles v |

Postal Code: & 33312

Additional Protile Questions

A i g M | e T 4 i S - - TR

providgs (for example, gateways, web-hosting companies, ariine booking
ag , loyalty program agents, etc.)?
es (s)No

Question: =
Doia wour

Aty e 8 relshonshep with more than one aoguirer?

=3 Buy 3L M

| Mext Section |

20



Physical Access Controls
*All answers are yes
*Scroll down to complete

Physical Access Controls

No Question Yes Jo N/A
9.6 Are all paper and electronic media that contain cardholder data physically secure? ( O e

&

9.7.a s strict control maintained over the internal or external distribution of any kind of media that contains MJ
) cardholder data?

9.7.b Do controls include the following:
9.7.1 1s the media classified so it can be identified as confidential? %)
9.7.2 Is the media sent by secured couner or other delivery method that can be accurately tracked? A
[7]

9.8 Are processes and procedures in place to ensure management approval is obtained prior to moving any O

o and all media containing cardholder data from a secured area (especially when media is distributed to

individuals)?
9.9 Is strict control maintained over the storage and accessibility of media that contains cardholder data? {L}

9.10 Is media containing cardholder data destroyed when it is no longer needed for business or legal WJ
o reasons?

|_Save for later | << Previous Section

o

Q

o

s
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Physical Access Controls
*All answers are yes
*Click next section

Physical Access Controls
No. Question Yes No H{A._

9.7.a Is strict control maintained over the internal or external distribution of any kind of media that contains ® O O -
a cardholder data?
9.7.b Do controls include the following:
9.7.1 Is the media classified so it can be identified as confidential? ® O 0O
9.7.2 Is the media sent by secured courier or other delivery method that can be accurately tracked? ® O O
9.8 Are processes and procedures in place to ensure management approval i1s obtained prior to moving any (. O
a and all media containing cardholder data from a secured area (especially when media is distributed to 5
individuals)?
5.9 Is strict control maintained over the storage and accessibility of media that contains cardholder data? ® O O
9.10 Is media containing cardholder data destroyed when it is no longer needed for business or legal ® OO0
a reasons?
9.10.1 Are hardcopy materials shredded, incinerated, or pulped so that cardholder data cannot be M u U
© reconstructed? H

Save for later << Previous Section
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Security Policies and Procedures
*All answers are yes

*You have completed the SAQ Exam!!!
Click Acknowledge & Submit on the right

You have completed the PCI SAQ A 1.2

Please click Acknowledge and Submit to complete the form. Start Over o

Sections Completed

Security Policies and Procedures

No. Question Yess#Mo N/A Eligibility
12.8 If cardholder data is shared with service providers, are policies and procedures maintained and O 0O . Physical Access Controls
ﬂ implamented to manage service providers, and do the policies and procedures include the following? X
Security Policies and Procedures

12.8 Do policies and procedures include the following:

;.E,E A list of service providers i3 maintained. O 0O

12.8.2 A written agreement is maintained that includes an acknowledgemant that the service providers are ﬁ @)

o responsible for the security of cardholder data the service providers possess.

12.8.3 There is an established process for engaging service providers, including proper due diligence prior to J ()

© engagement.

12.8.4 A program is maintained to monitor service providers’ PCI DSS compliance status, O G

@

|_Save for later << Previous Section fll tioitioion
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Acknowledge & Submit

Click all checkboxes

*Enter your full name and title
*Then click submit

" Acknowledge & Submit %

Confirmation of Compliant Status:
Please confirm each statement by clicking the checkboxes

%{;: DSS Self-Assessment Questionnaire A, version 1.2, was completed according to the
I

b ions therein.
u{ All information within the above-referenced SAQ and in this attestation fairly represents the

results of my assessment.
“:ave read the PCI DSS and 1 recognize that I must maintain full PCI DSS compliance at
all times,

Merchant Acknowledgement

Please fill in the text fields below and then click Submit to complete

Signature of Merchant Executive Office: Title:

Type your full name here

Merchant Company Represented: Todays Date's: (MM/DD/YY)

FENN TERMITE AND PEST CONTROL 06/28/10

Submit J




*As long as your status is PASSED! You are complete.

*Please send your USER NAME & PASSWORD to support@mbcmerchant.net
so we can keep you updated on upcoming PCl requirements.

o|f your status reads anything other then passed please call 888-862-8831 for
assistance.

*Please note that your scan may take 1 day to complete and receive a passing
status

Thank You for Submitting Your PCI Compliance Foerm.........What's Next?
Your PCI form has been sent to your bank for processing. Please read the instructions below to see if you have to

take additional steps to fix any remaining issues and/or vulnerabilities.,

PCI Certification Status: Passed!

.Q.Jl. Congratulations! You have successfully completed and passed the PCI certification process. Your status has been
reported to your bank or processor.
To view, download and print a full report of your answers, visit your PCI Dashboard by clicking the button below.

Securing your DUSINess i an ongeing process. Because your Dusiness may change, and because the PCI D55 changes to keep up with the avalv

g ¥
threats, you are required to repeat this Self-Assessmant Questionnaing once par yolr

. Visit your PCI Dashboard |

25



Choose Log Out

Dashboard

vour Cverall Compliance status i greéen then you are fully compliant, Otherwse review your status and navigate

below to the area(s) that require your alt=nhior

PCI Certification Status: Pass

@I. SAQ Expires: 2011-10-27

— Scan Expires:

Certificate of Compliance
PCI Scan Setup & Management ¥ B .
> | p g

Harviner | | Print
Currently Scanning

a ceruficate that

= PCI Self-Assessment @ Slarl Attestation of Compliance
?‘]’ Step-By-Step Wzard and Certsficabon Forms Reviaw | | Download and sign a
——— umeant that represents
r current PCI DSS

Chick Hare

Stalus

*Please note that your scan may take 1 day to complete and receive a passing status
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