REGISTER FOR

MERCHANT CONNECT

In your internet browser window go to
https://www.merchantconnect.com by sure to
include the “s” as this is a secure website.

Select register from the gray sign in box in the upper
right-hand corner.

sS>MerchantConnect CERE LT ATEL

username

The Online Window to Your Payment Processing Account

password

login.

register forgot password? demo

Welcome to MerchantConnect. This site

contains all the information you need to

manage your electronic payment activity.
Monday, April 19, 2010

It's fast. It's easy. It's secure. Connect today! B MERCHANT NEWS

Building/Construction/Home Repair
View or update information about your account. Find copies of statements, Industry Fraud Alert:
make changes to your account, and find out aboutvaluable products and

senvices to help your business.
Anew scheme involving faxed, e-

+ Proceed to My Account mailed, or operator assisted
{hearing impaired relay) phone calls
requesting a large quantity of
expensive items including but not
limited to rockistone, tile, mulch,

MY REPORTS

lumber, and flooring has been
identified. The fraudulent customer

View recent deposits and other information about your account activity,

including batch details, chargeback and retrieval status and depuosit history. . . .
may provide several, near identical

» Proceed to My Reports credit card numbers, and may
request to split the purchase
amounts evenly over the cards.
Variations of the scam include the
involvement of a trucking or shipping
company picking up ofthe
merchandise, andfor a “customer”
request for the merchant to wire
moneyvia MoneyGram or Western
Union to the alleged shipper. Other
» Proceed to Support scenarios include product(s)
- delivery to an open or vacant lot, out-

Find news and information to help manage payments at your business.
Learn how to best qualify transactions, reduce risk, and manage
chargebacks. You will also find reference guides to help operate your
payment terminal.



https://www.merchantconnect.com/

REGISTER FOR

MERCHANT CONNECT

Scroll to the bottom of the page.

Enter your MID, the last four digits of your business
checking account, your email address, and your
desired user name.

Click Submit.

Code 10 Authorization
for Risk Management

There are numercus risk
management solutions
that can help prevent
fraud and unnecsssary

u g t
monetary loss for any

business. In today's

increasingly electronic diticnally, all password resets wi

business world, keeping
oredit card and customer
information confidential
is vital.

Fraud can happen
anywhere; whether you
sell goods over the
internet or phone, or
have face-to-face
transactions with your
customers. "Code 10% is a
simple way to detect
suspicious activity just by
answering & series of
yes/no guestions to verify
the cardholder's
information. By following
a few simple tips and
guidelines, you can
manage your risks and
detect fraudulent activity
before it gets out of
hand. To learn more
about protecting your
business, click here,

Merchant 10: 2015145850

Business Checking 9035 {last 4 digits only)
Account Number:

Email Address: support@mbomerchant.com

Desired User ID: Merchant3035|

[ Submit | Cancel |



REGISTER FOR

MERCHANT CONNECT

You will be given a temporary password that can be
copied by highlighting the password then holding
down the “Ctrl” and the “"C" keys on your keyboard at
the same time.

Then click the Home Page link

Code 10 Authorization
for Risk Management

There are numerous risk
management sclutions
that can help prevent
fraud and unnecessary
maonetary loss for any
business. In today's
increasingly electronic
business world, keeping
oedit card and customer
information confidential
is vital.

Fraud can happen
anywhere; whether you
sell goods over the
internet or phone, or
have face-to-face
transactions with your
customers. “Code 107 is a
simple way to detect
suspicious activity just by
answering a series of
yesino guestions to verify
the cardholder's
information. By following
a few simple tips and
guidelines, you can
manage your risks and
detect fraudulent achivity
before it gets out of
hand. To learn more
about protecting your
business, click here.




REGISTER FOR

MERCHANT CONNECT

In the gray Merchant Login box in the top right-hand
corner enter the your new username

To paste the temporary password in the password
field, click into the field then hold down the “Ctrl”
and the "P"” key on your keyboard at the same time.
Click Login

MERCHANT LOGIN

LSSMa 2 |Merchant3035

1ogin |

eqisier  fongot FESSWONd?  demo

Welcome to MerchantConnect. This site
contains all the information you need to
manage your electronic payment activity.

Monday, Aprl 19, 2010

It's fast. It's easy. It's secure. Connect today! B MERCHANT NEWS

MY ACCOUNT

Vigw or updsts information sbout your sccount. Find copies of statements,
make changes to your sccount, and find owt about valeable products and
services to help your business.

Building/Construction/Home
Repair Industry Fraud Alert:

A new scheme involving faxed, e-
railed, or operator sssisted (haaring
impaired relay) phone cslls requesting
2 large guantity of expensive items
including but not limited to

» Procesd to My Account

MY REPORTS

View recent deposits and other information about your acoount activity,
incheding batch detsils, chargeback and retrieval status and deposit histony.

* Procesd to My Reports

Find news and information to help mansge payments at your business. Leam
how to best quslify transsctions, reduce risk, and mansge chargebacks. You
will also find reference guides to help operate your payment terminal.

* Procesd to Support

rock/stone, tike, mulch, lumber, and
flooring has been identified. The
frapdulent customer may provide
several, near identical credit card
numbers, and may reguest to split
the purchase amounts evenhy over
the cards. Varistions of the scam

include the invelvement of a trucking
or shipping company picking up of
the merchandise, andlor 3 “customer”
reqguest for the merchant to wire
maney via MoneyGram or Western
Union to the slleged shipper. Cther
soenarios include preduct(s) deliveny
to an open or vacant lot, out-of-state



REGISTER FOR

MERCHANT CONNECT

Again paste the temporary password by clicking into
the Current Password field then holding down both
the "Ctrl” and the "P” key on your keyboard at the
same time.

Enter a new password. New password must be 8-12
alpha-numeric characters long.

Confirm your new password then click the Submit
button.

The Online Window To Your Poyment Processing Account —
Code 10 Authorization
for Risk Management Doz Epired Passwond 2

There are numerousriss 1 OUr password has expired.
management solutions In an effort to furt
that can help prevent I i
fraud and unnecessary

her reduce fraud and identity theft, and protect your data and your customers data, your password
expires every 45 days. It must now be reset

monetary loss for any Like your cumrent password, your new one must be between 8 and 12 alphanumeric characters in length
business. In today's

increasingly electronic User ID Merchanta02s

business world, keeping _

oredit card and customer #LUMENL FEZSWONE. ssssssssssas

information confidential
is vital.

Fraud can happen
anywhere; whether you :

sell goods over the

internet or phone, o # Denctes = required field

have face-to-face
transactions with your
customers. "Cede 107 is &
simple way to detect
suspicious achivity just by
answering 8 series of
yes/no guestions to verify
the cardholder's
information. By following
a few simple tips and
guidelines, you can
manage your risks and
detect fraudulent activity
before it gets out of
hand. To leam more
about protecting your
business, click here.



REGISTER FOR

MERCHANT CONNECT

Select a verification question for password recovery
purposes from the available drop down list.

Enter your answer

Then confirm your answer and click submit

Code 10 Authorization
for Risk Management

There are numercus risk c=ll in sbout you
management soluticns
that can help prevent
fraud and unnecessary
monetary loss for any
business. In today's
inoreasingly electronic
business world, keeping
credit card and customer
information confidential
is vital.

Fraud can happen
anywhere; whether you
sell goods over the
internet or phone, or
have face-to-face
transactions with your
customers. "Code 10 is a
simple way to detect
suspicious activity just by
answering a series of
e Verification Mothers maiden —sﬁ'alzl
informaticn. By following Guestion:

8 few simple tips and
guidelines, you can
manage your risks and o
detect fraudulent adtivity ANSWer FFE5|EF
TRl e Confirmation:

hand. To learn more .
about protecting your Submit

business, click here.

esticn from the list below and

Answer: presler

Verification
Guestion:
Answver:

Answer
Confirmation:
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You are now logged into your Merchant Connect
Account. From here you can make changes to your
account, view reports, and gain support.

e My sceount My Reports Suppo Logout

PC into a

powerful
paymant
processing
machine.

s>MerchantConnect Turn your

Welcome to MerchantConnect. This site
contains all the information you need to
manage your electronic payment activity.

Maonday, April 19, 2010

. . ! 1
It's fast. It's easy. It's secure. Connect today! B MERCHANT NEWS
MY ACCOUNT o .
Building/Construction/Home
View or update information sbout your account. Find copies of statements, Repair Industry Fraud Alert:
make changes to your sccount, and find out sbout walusble products and

services to help your business.
A new scheme involving faxed, e-
# Proczed to My Account mailed, or operator assisted (hearing
impaired relay) phone cslls requesting
& large guantity of expensive items

including but not limited to
MY REPORTS rock/stone, tile, mulch, lumber, and

flooring has been identified. The
frapdulent customer may provide
several, near identical credit card

‘igw recent deposits and other information about youwr scocount sctivity,
incleding batch details, chargeback and retrieval status and deposit histony.

* Procesd to My Reports numbers, and may reguest to split
S the purchase amounts evenhy over
the cards. Varistions of the scam
include the involvement of a trucking
or shipping company picking up of
the merchandise, andlor 3 “customer
request for the merchant to wire
maney via MoneyGram or Westemn
Union to the aslleged shipper. Crther
» Procesd to Support scenarios include product(s) deliveny
- to an open or vacant lot, out-of-state
or non-local “cuestomer,” andfor, a

Find news and information to help manage psyments st your besiness. Leam
how to best gualify transsctions, reduce risk, and manage chargebacks. You
will stz find reference guides to help operate your payment terminsl.




MERCHANT CONNECT

PROCEED TO MY ACCOUNT

By clicking on Proceed to My Account you can view
and make changes to your profile, view your online
statements, learn how to read your statement,
change your password, or gain knowledge on other
products or services.

Code 10 Authorization
for Risk Management

There are numerous risk
management soluticns
that can help prevent
fraud and unnecessary
maonetary loss for any
business. In today's
increasingly electronic
business world, keeping
oredit card and customer
information confidential
is vital.

Fraud can happen
anywhere; whether you
sell goods ower the
internet or phone, or
have face-to-face
transactions with your
customers. "Code 107 is 2
simple way to detect
suspicious activity just by
answering 8 series of
yesno questions to verify
the cardholders
informaticn. By following
a few simple tips and
guidelines, you can
manage your risks and
detect fraudulent activity Account Cha nges

statement online. This section also contains

before it gets out of
hand. To learn more: informatio
about protecting your to o
business, click here.




MERCHANT CONNECT

PROCEED TO MY REPORTS

By clicking on Proceed to My Reports you can view
your deposit reports, online statements, retrieval
reports, or charge back reports.

Code 10 Authorization
for Risk Management

There are numerous risk
management sclutions
that can help prevent - -

fraud and unnecessary Deposit Report
maonetary loss for any
business. In today's
increasingly elechronic
business world, keeping
oedit card and customer
information confidential
is wital.

Fraud can happen
anywhere; whether you
sell goods over the
internet or phone, or
have face-to-face
transactions with your
customers. "Code 107 is 2
simple way to detect
suspicious activity just by
answering 8 series of
yes/no guestions to verify
the cardholder’s
information. By following
a few simple tips and
guidelines, you can
MaEnage your risks and
detect fraudulent activity
before it gets ocut of
hand. To learn more
about protecting your
business, click here.

one convenient place

Monthly Statements




